
 
 
 

 
 
 

EXPLORING NEW DIMENSIONS OF ASYMMETRICAL SECURITY 
A CEPS/IARU Workshop Report 

 
 

As the Cold War and ‘9/11’ terrorist attacks recede further into history, we appear to 
be no closer to reconciling the past and future international security environments.  Questions 
evolving around the nature of power, values and governance and how they apply to 
contemporary international relations remain as –if not more - complex and contested than 
when the Berlin Wall fell and when al Qaeda served stark notice that security cannot be 
viewed any longer as the exclusive domain of state actors.   
 

Two bodies involving Australian and Asian research collaborators have begun to 
move systematically toward implementing new paradigmatic approaches required to 
understand and manage this more complex security environment.  The Australian Research 
Council Centre of Excellence in Policing and Security or CEPS is located at Griffith 
University in Brisbane, Australia and at the Australian National University in Canberra, with 
branches at Charles Sturt University and the University of Queensland.  Supported by the 
Australian Research Council (ARC) and various industry partners such as the Australian 
Federal Police and Victoria Police, CEPS has embarked on two inter-related security 
enquiries: (1) identifying and assessing emerging transnational threats in terms of shaping 
policy responses to these challenges; and (2) understanding how the emerging ‘frontiers’ of 
security interaction directly impact on Australian national security interests.  CEPS has 
shaped its research agendas to include centres and colleagues from the Asia-Pacific region.   

 
The other grouping is the International Alliance of Research Universities or IARU.  

Bringing together ten of the world’s top research universities, IARU has underwritten a 
Project on Regional Perspectives on Global Security as part of its overall Global Change 
research agenda. The Project is looking at four general areas of security policy evolution: 
Rising Powers; Advanced International Security Theory; Human Security and Asymmetrical 
Security. 

 
On 1 October 2008, CEPS and IARU joined to convene a workshop at the National 

University of Singapore (NUS) on ‘Exploring New Dimensions of Asymmetrical Security’.  
Attended by approximately 20 scholars, analysts and practitioners from both Australia and 
Singapore, the event was co-hosted by the NUS Department of Political Science. The intent 
of this gathering was to broaden our understanding of how we might actually think about 
security problems involving weak and strong actors interacting in the international security 
arena and to apply non-state-centric security factors to policy agendas more effectively. As 
one of the workshop’s key rapporteurs characterized the overall objective: ‘asymmetry’ is an 
elusive term, not only involving the weak interacting with the strong but one embodying 
‘dual asymmetry’ – with both positive and negative dimensions – and incorporating 
psychological, sociological, legal  and cultural dynamics that remain under-assessed in 
today’s world.  Indeed, the term ‘asymmetrical security’ is highly amorphous and has been 
interchangeably applied with such notions as ‘asymmetric security’ or ‘asymmetric threat’.  
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But workshop participants concluded that the concept could be developed, and that it has 
some potentially interesting applications, both theoretical and applied.  
 
 
Asymmetrical Security and Terrorism 

 
After a welcome by Professor Terry Nardin, Head, Department of Political Science at 

the NUS and a short conceptual overview presented by Professor William Tow of the ANU, 
Associate Professor Bilveer Singh of the NUS Department of Political Science, Professor  
Peter Grabosky of the ARC Centre of Excellence in Policing and Security at the ANU and 
Major General ANM Muniruzzaman NDC PSC (Ret.) from Bangladesh led a robust 
discussion on how asymmetrical security relates to components of international terrorism.  
The terrorism issue has emerged as a major aspect of ‘non-traditional’ security studies and 
warranted particular attention in workshop deliberations.  

 
Dr Singh cross-compared several potential approaches for linking the idea of 

‘asymmetrical security’ with terrorism-related problems.  One focused on the need to 
understand the problem of ‘the weak versus the strong”: the motives of “vulnerable” actors, 
including terrorists who believe they have little choice but to exploit their cause through 
targeted violence needed to be better understood relative to the characteristics and objectives 
of the ‘larger political communities’ who exercise and sustain power.  The nature of terrorism 
has evolved in recent years, having become more ‘decentralized’.  Its agents have accelerated 
their use of innovative strategies and tactics to evade capture and to maximize prospects for 
realizing their objectives.  This includes the adoption of more ‘horizontal’ or ‘leaderless’ 
command structures, the use of greater ‘random targeting’ techniques and sub-contracting or 
‘free-lancing’ missions to individuals who are willing to give their lives to the terrorist cause 
through suicide bombings and other acts of ‘martyrdom’.  Singh also discussed the notion of 
‘positive versus negative  asymmetry’, noting that a state’s ‘top-down’ approach to managing 
power could be contrasted with a ‘bottom-up’ or ‘grass-roots’ terrorist movement that could 
generate more conflict through mobilizing and indoctrinating radical elements of a state’s 
population to challenge state identity and authority.  There is, therefore, a need to understand 
‘dual asymmetry’ – how positive and negative dimensions of asymmetrical conflict interact 
in ways that generate relatively predictable outcomes. 

 
Professor Grabosky delved further into the identity aspects of asymmetrical security 

as they are impacted by terrorist-related issues.  In adopting a somewhat contrasting view to 
Dr Singh, Grabosky noted that terrorism does not limit itself to non-state actors and that 
states are capable and often do engage in or support terrorist acts.  Terrorists, moreover, often 
can evolve into practicing what he termed ‘conventional criminality’ for raising revenue to 
support their terrorist activities – or to commit readily classifiable felonious acts without the 
‘political rationales or trappings’ in a post-conflict society. They could also act as 
mercenaries (‘criminals for hire’).  Grabosky concurred with Singh’s analysis, however, that 
bottom-up mobilization must be considered an increasingly integral part of terrorism’s 
relationship to asymmetrical security. Terrorists or related insurgency groups are intensifying 
their ‘public relations’ efforts to win grass-roots support and such support can, in turn, affect 
the course of international relations.  The policy implications of this development for the 
‘broader international relations security agenda’ are significant: ‘ordinary crime’ can provide 
a model for “other forms” of security threats: human rights challenges (i.e. enforced 
quarantines of the sick and poor or even those suspected of being sick or exposed to 
pandemics);  and forced population movements.  
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General Muniruzzaman noted that the levels of analysis questions have become even 
more complicated as terrorists have ‘no recognized sovereignty to defend’.  The issue of 
asymmetrical security is therefore a dynamic and constantly evolving one because the 
geographic frame of reference is blurred and the application of force to confront challenges is 
no longer restricted to state-centric international system.  Nor is ‘hard power’ or military 
capability necessarily a core attribute within the asymmetrical security arena: infrastructural 
support bases for terrorist and insurgency movements are often generated through tactics of 
propaganda and psychological warfare (accentuating the failure of a state to ‘deliver’ on basic 
needs such as food, water and shelter); cyber-warfare and the application of other emerging 
technologies to undermine the capacity of the state to remain credible as an authoritative 
actor. In short, the terrorism-asymmetrical security conduit has an important de-militarising 
component that may help us to understand the interplay of the latter’s ‘positive’ and 
‘negative’ elements. 

 
Much spirited dialogue was generated following the presentations.  Professor Michael 

Wesley of Griffith University asked whether or not all conflict contained asymmetrical 
properties (i.e. all combatants or rivals look for ways to exploit an opponent’s weaknesses).  
In response, General Muniruzzaman noted that the asymmetrical characteristics of modern 
conflict were best assessed by engaging in “qualitative analysis” of combatants’ relative 
strengths.  Professor Wesley noted that asymmetry was not so much about combatants’ 
relative size or material attributes but more about tactics and the opponents’ perceptions of 
how susceptible others’ weaknesses were to their application. Professor Simon Bronitt 
indicated that such calculations were often ‘muddled’ between various agents imposing such 
tactics because those agents were hardly unitary actors.  When does one withdraw a particular 
component (e.g. the military) and introduce a different element (e.g. the police) in various 
situations of asymmetrical conflict?  Taking issue with Wesley, Professor Jack Donnelly of 
Denver University’s Graduate School of International Studies, but currently a visiting 
professor with the NUS Political Science Department, observed that asymmetry may well 
lend itself to quantitative measurement. He also noted that the long-term goal of weaker 
parties contesting a conflict is sustainability of their efforts. Various attributes would need to 
work in their favor for this outcome to emerge. Professor Nardin suggested yet another way 
of conceptualizing asymmetry: do not look for a specific “approach” for integrating 
asymmetrical tactics with counter-terrorism or other conflicts but focus instead on 
differentiating tactics for specific contingencies to cover maximum ‘conceptual ground’ in 
developing asymmetry as a concept. Bilveer Singh synthesized the dialogue by arguing that 
asymmetry could be understood as reconciling ongoing forces of structural change in 
international relations with those processes that act as key “drivers” for policy 
implementation with a dynamically evolving security environment. 

 
 

Integrating Elements of Asymmetrical Security 
 
In moving beyond discussion most directly concerned with linking asymmetrical 

strategy and counter-terrorism, Michael Wesley proposed a ‘post-9/11 paradigm’ of 
asymmetry focusing on three specific security components related to weapons of mass 
destruction (WMD) and nuclear energy politics: (1) a rapid expansion of nuclear energy and 
research as well as ‘non-energy’ research; (2) biotechnology research; and (3) exploring ways 
to reduce the mass manufacturing of chemicals in the developing world.    
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Wesley further linked these specific WMD-related concerns to ‘broader’, global 
dimensions of asymmetrical security, including: (1) the general erosion of accountability for 
energy substances relative to intensifying competition amongst nuclear suppliers for 
customers in the developing world; and (2) the ‘rising tide’ of strategic terrorism which, 
nevertheless, was modified by the ‘patchiness’ of terrorist groups to carry out acts of violence 
(different typologies of terrorist groups operationalising such actions include the ‘spectacular 
‘catholic’ groups to avenge perceived slights to themselves; or ‘instrumentally’-oriented 
groups that commit such acts to generate specific psychological effects).  Professor Wesley 
noted that government responses to such asymmetrical threats have been intermittent and 
often lack coherence.  These have included governments being ‘caught between responding 
aggressively to even a 1% chance of a terrorist act being committed (the ‘Cheney Doctrine’) 
and slipping into a mindset of statistical complacency in which possible or feasible terrorist 
intentions predicated on known terrorist capabilities. Accordingly, Wesley argued, at least 
five policy responses emerge as likely candidates for implementing asymmetrical security 
policy against terrorist elements: (1) double efforts to deny such elements access to 
capabilities by strengthening regimes’ control over such capabilities; (2) intensify intelligence 
assets and penetration of terrorist elements; (3) enhance surveillance and patrolling 
capabilities against terrorist actions; (4) work to increase ‘community resilience’ against 
terrorist threats; and (5) develop more systematic policy response mechanisms (stronger 
regimes, more systematic policy procedures, etc.) over the long-term. 

 
Wesley concluded his remarks by lamenting that ‘politics often gets in the way’ of 

such policy implementation.  Regional organizations and regimes, for example, are only ‘as 
strong as their weakest link’ and political rhetoric often trumped actual efforts to enforce or 
regulate bodies of rules originally established to underwrite regime credibility.  North 
Korea’s flaunting of the International Atomic Energy Agency (IAEA) was a devastating case-
in-point.  Moreover, the application of enforcement mechanisms for one WMD controls 
sector (the nuclear component) to regulate the chemical and biological sectors has been 
mostly spurious.  Indeed, chemical and biological materials are more easily transferred  
covertly than nuclear materials, the ‘knowledge threshold’ for converting such materials to 
weapons-grade byproducts is lower than in the nuclear sector, the processes for producing 
such materials are faster than their nuclear counterparts and those byproducts are often less 
traceable.  Indeed, one does not always know when s/he has even been attacked until after 
that attack has taken place due to the time it takes for certain chemicals or viruses to have 
effect on targeted populations.  There are clear differences to how one prevents and/or 
prepares for chemical or biological strikes relative to managing nuclear or radioactive-related 
attacks. 

 
Professor Kiichi Fujiwara stated that our understanding of ‘asymmetrical security’ 

needed to be sharpened by weighing it as an alternative to classical power politics.  In 
asymmetrical security situations, the enemy is not always clearly defined and long-standing 
structural fixations about threat do not necessarily mean much.  In fact, a challenge of the 
asymmetrical security paradigm evolves around the ‘choice of one’s enemies’ which, in turn, 
leads to how various organisations, regimes and other responses are tailored in response.  The 
problem with such a linear response, Professor Fujiwara observed, is that under such 
circumstances the relationship between threats, institutions created to meet them and actual 
security outcomes often become blurred.  Sometimes the mere choice and who is making it 
(i.e. the United States choosing al Qaeda as an enemy) makes that designated threat more of 
a military power (even at the non-state level) than might otherwise be the case. 
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In regard to WMDs, Fujiwara raised several key observations.  First, the current 
nuclear non-proliferation treaty (NNPT) regime is inadequate.  Second, the future of 
traditional U.S. extended deterrence guarantees is increasingly tenuous as the diversification 
of WMD threats and the number of parties that can gain access to WMD materials has 
widened.  Third, the largest ‘threat’ related to nuclear power is increasingly centered on 
‘aggressive regimes’ (i.e. rogue states) or civilian groups rather than traditional great 
power/military-focused agents. Accordingly, we must be careful to weave advanced scenarios 
imagining who ‘our partners in specific nuclear conflicts’ may or may not be. More 
positively, we have not seen as many state-centric nuclear powers as there could have been 
post NNPT.  To a large extent, restraining one’s own state military from acquiring nuclear 
weapons has been a matter of public preference in countries that otherwise would have the 
capability to develop nuclear weapons without difficulty.  A question for asymmetrical 
security analysts, then, was what non-traditional security factors were instrumental in 
stopping countries from ‘going nuclear’ that might be applied successfully toward 
contemporary non-state actors such as terrorists? Clearly, traditional nuclear extended 
deterrence is not one of these factors given that the risk/cost/benefits calculus is different in 
the mind of a terrorist than with ‘rational choice-oriented state-centric actors’. 

 
A variety of participant comments followed the ‘Wesley/Fujiwara dialogue’.  Regime 

mechanisms may be inadequately targeted toward small state or non-state centric actors.  
Even small-state actors in Southeast Asia generate nuclear-weapons related politics along 
‘asymmetrical lines’ by imposing the ASEAN Nuclear Free Zone and the Treaty of Amity 
and Cooperation (TAC) in ways designed to neutralize larger powers’ propensity and 
capability to intimidate ASEAN member-states through normative regulation.  Japan’s 
‘comprehensive security’ policy has been developed in recent years as a ‘positive security’ 
attribute (flowing down from Japan’s state-centric mechanisms) and this has spilled over into 
anti-nuclear politics.  Contending political sectors of the Japanese polity, however, do not 
systematically communicate with each other about the country’s nuclear politics (i.e. the 
peace movement versus the pro-U.S. alliance factions) in ways that can sufficiently facilitate 
more unified or systematic asymmetrical security approaches flowing from Japan into the 
broader Asia-Pacific region. Arms control measures along the lines of European mechanisms 
might be brought into the pan-Asian landscape but assimilating a South Asian component in 
ways that a presently unregulated situation of nuclear arms competition could be modified 
seems to be a remote prospect. Concerns were also expressed how to regulate and control 
nuclear waste problems in the region. 
 
 
National Strategies for Asymmetrical Security 
 
 Following the workshop lunch break, Judith Lind, National Manager, Policy and 
Future Strategies of the Australian Federal Police (AFP) and Federal Agent Peter Crozier, 
Counsellor – AFP Liaison at the Australian High Commission in Singapore – delivered a 
joint presentation outlining Australian approaches to combating terrorism.  Theirs was a 
wide-ranging and highly informative discussion of evolving AFP strategies designed to 
counter both domestic and international terrorism and a candid assessment of strengths and 
weaknesses that have emerged from such initiatives.  The Singapore Police  were invited and 
were arduously courted to attend and participate in this session.  Because the workshop 
convened on a national holiday they were unfortunately able to send a representative.  We 
intend to cultivate future and systematic Singapore Police participation as the asymmetrical 
security project unfolds. 



 6 

Ms Lind and Mr Crozier noted that the strategic philosophy underlying the AFP’s 
approach to counter-terrorism was predicated around ‘zero-tolerance of threat’ and an ‘all 
hazards approach’ embodying four key principles: (1) prevent; (2) prepare; (3) respond; and 
(4) recover.  The specific AFP role was to support Australian Government decision-makers in 
their counter-terrorism efforts and focus on the prevention of terrorism in both a domestic and 
international context. 
 
 Going into more detail on each principle, ‘prevention’ is conceptualized as creating 
and maintaining counter-terrorism teams; promoting sufficiently strong anti-terrorism 
legislation to underwrite credible counter-terrorism postures; evolving ‘counter-radicalization 
strategies’ within the greater Australian community and protecting critical national 
infrastructure and facilities. Australia fields counter-terrorism liaison officers and advisors, 
regional cooperation teams and helps sustain a Multinational Operations Support Centre in 
Jakarta.  It also maintains a ‘Case Management and Information Sharing System. 
‘Preparation’ focuses on counter-terrorism exercises and training, overcoming ‘skill and 
training gaps’ and engaging effectively with members of the national and regional 
community that might otherwise be susceptible to extremist influences.  Examples of 
preparation includes planning and participating in training of personnel at the Jakarta Center 
for Law Enforcement Cooperation, sponsoring offshore exercise programs to reflect ‘real-
world’ counter-terrorism scenarios and purchasing state-of-the-art equipment for its own and 
multilateral counter-terrorism operations.  Response is operationalised through the dispatch of 
AFP Rapid Response Teams and Bomb Disposal Teams to sites of terrorist activity.  It is also 
pursued through the establishment of counter-terrorism regional engagement teams that 
engage in peacekeeping and stabilization operations and enhance capacity-building of 
otherwise vulnerable regional and international target-states.  Recovery extends these 
activities in the aftermath of terrorist strikes and incidents (particularly through the conduct 
of active investigations of incidents and fighting against further episodes of terrorism by 
addressing the sources and factors of origin).   
 
 Several key questions were raised during the presentation.  How do you deal with the 
‘risk’ of asymmetrical terrorist threats?  Criminal intelligence is collected and inter-
operability with other key Australian and regional agencies is intensified to hedge against 
‘the unexpected’.  Another question related to the ‘proper balance’ between anti-terrorism 
legislation generated in the interest of public safety and the need to preserve fundamental 
civil liberties.  A third question related to ways the AFP could interact more effectively with 
independent experts (academics or think tank specialists) in developing unified counter-
terrorism strategy.  Some discussion of AFP-Singapore Police relations and policy challenges 
was also offered.  The focus of this analysis rested on issues of technology and data 
exchanges and reconciling varying approaches to evidential procedures.  Vigorous discussion 
often occurred in bilateral sessions between AFP and their Singapore counterparts on how to 
best implement more effective coordination between the two agencies. 
 
 
Regimes and the International Criminal Justice System: 
Human Rights and Human Security 
 

Discussion for the final workshop session was led by Professor Simon Bronitt of the 
ANU’s National Europe Center and Professor Jack Donnelly.  Key issues raised were how to 
best apply paradigms of international criminal activity to questions of human rights norms 
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and behavior. The use of legalized force was central to weighing this issue.  But how can this 
be related to asymmetrical security, per se?   

 
Jack Donnelly argued that ‘asymmetry’ was connected to human rights via normative 

constraints (one could surmise a state fighting its terrorist enemies with ‘one hand tied behind 
its back’ as it continues to be consistent in observing existing standards of international 
jurisprudence and ferret out adequate distinctions between civil and military actions.  Often 
state agents and terrorists played out their rivalries using very different sets of rules. The 
dilemma here is that civilized societies are supposed to apply force laced with domestic and 
international legal constraints and observe human rights or human security in the process.  
Yet the very term or language of ‘human security’ is suspect because it challenges potential 
contradictions between human rights and conventional national security (i.e. the latter often 
prevails through processes of securitization enacted in the name of ‘national security’). It was 
also noted that application of the national security paradigm to unconventional threats might 
lead to a war footing, wherein cost/benefit calculations are ignored.  In addition, many 
traditional military leaders see nontraditional threats as distracting them from what they see 
as their core mission: “war fighting.” 

 
Professor Bronitt’s comments on the use of legal force dovetailed appropriately into 

Professor Donnelly’s analysis. 
 

 
Conclusion 

 
Associate Professor Lee Lai To summarized some of the workshop’s basic questions 

and ‘findings’.  Although there was no obvious paradigmatic breakthrough emerging from 
the day’s discussion, the evolution of interesting questions was apparent to all participants.  
Some of the most prominent ones included: 

 
• Clarification of the terminology.  Participants generally felt that the distinction 

between positive and negative asymmetrical security was useful in terms of 
describing the state and terrorist hierarchical status, respectively.  What actually 
constitutes ‘positive’ or ‘negative’ components of asymmetry, however, remained 
ambiguous. 

 
• Quantitative versus Qualitative Dimensions.  Discussion focusing on how to best 

assess indicators of regime and related mechanistic success in controlling terrorist 
access to WMD and other potentially lethal instruments of violence could be 
expanded.  But how the qualitative and quantitative ‘dynamics’ underlying these 
indicators should be defined and implemented remained uncertain. 

 
• Psychological Aspects of Terrorism merit greater study insofar as terrorists’ 

grievances and their sense of politico-strategic disenfranchisement could be important 
elements to understanding their behavior in an increasingly globalized world.  How 
these feelings of alienation correlate with factors of ‘asymmetry’ could provide a 
potential rich agenda for further research. 

 
• Sensitivity to Different Typologies Is Warranted in terms of identifying or defining 

both ‘asymmetrical threat’ and what kinds of terrorists actually initiate violence from 
inferior positions of power and influence. 
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• Our current distinctions between military and civilian operations in an asymmetrical 

security environment remain ambiguous at best.  This question is bound to intensify at 
different ‘levels of analysis’ become more central in discussing how the contemporary 
international security environment is actually shaped and managed. 

 
• The European precedents on WMD management and on dealing with different forms 

of terrorism could be instructive for applying more successful policies in these policy 
sectors throughout Asia and other regions. 

 
• The Role of Human Rights in national and international terrorist and conflict settings 

is bound to become a more controversial issue as developed societies struggle to 
match their own normative preferences to rapidly evolving situations of violence that 
may not always be conducive to the application of these standards. 

 
 

Thus, asymmetry can be conceptualized along a number of dimensions. These 
include: 
 

• Form (state vs non-state; strong vs weak; hierarchy vs network) 
• Technique (IEDs vs Predators and Cruise Missiles; hearts and minds diplomacy vs 

terror) 
• Norms (adherence to Geneva Convention vs no holds barred) 

 
 

An overriding question might be: What explains variations in each of these forms of 
symmetry over time and space? 
 

Participants determined that a sufficiently promising research agenda emerged from 
the workshop to merit further work in the area under the CEPS and IARU agendas.  A short-
term objective will be to expand networks within and beyond the participating universities 
and institutions in ways required to synthesize the asymmetrical security research agenda 
most effectively.  A larger workshop or conference projected to be hosted by the National 
University of Singapore in 2010 is the IARU Security Project’s next designated benchmark 
for research progress on defining and developing both theoretical and empirical aspects of the 
asymmetrical security question.  
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